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New products and services launched at

SPHERE25



INTERNAL

• Last year we launched Elements Exposure Management during the SPHERE24 
event, and during the last year we have seen a massive amount of interest in the 
solution. But we don’t rest on our laurels, we’ve been adding new features all 
through the year.

• This year we’re happy to announce the following significant improvements:

• Boost the efficiency of your Elements XM experience with Luminen GenAI’s 
localized remediation instructions.

• C-suite Reporting shows the value of your exposure management activities as an 
Executive Summary.

• Secure your hybrid attack paths (on-premises + cloud) with advanced threat 
protection against the latest cloud and identity threats.

• Quickly demonstrate Elements XM's value with the new in-product sales demo 
environment.

• Enjoy the streamlined Elements XM onboarding experience.

• Send Elements XM recommendations to ticketing and SIEM systems via API.

• Read more: XM

• Solution Overview: downloadable PDF

Elements Exposure Management 2.0

https://www.withsecure.com/en/solutions/software-and-services/withsecure-elements-exposure-management
https://www.withsecure.com/content/dam/with-secure/en/resources/WS-Elements-XM-Solution-Overview_updated.pdf.coredownload.pdf
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• All new at SPHERE25 is our Elements XDR Cloud Security for Azure.

• As more and more organizations start transitioning to hosting some or all of their 
infrastructure in Azure, it is really important that they secure their Azure cloud 
environment. Elements XDR Cloud Security for Azure is just what they need.

• Ease the path to your cloud transformation

• Enable your cloud transformation by securing Azure cloud resources, ensuring your 
critical company data is kept safe when you move to the cloud or use hybrid setups 
(cloud + on-premise).

• Minimize financial losses due to data breach

• Reduce your business risk and minimize financial loss from breaches by having 
security controls that enable quick response to cloud incidents.

• Fortify operational processes in the cloud

• Keep your cloud infrastructure operational with reduced business risk, continued 
cloud-based service availability, and minimized operational downtime.

• Read more: XDR

Elements XDR Cloud Security for Azure

https://www.withsecure.com/en/solutions/software-and-services/withsecure-elements-extended-detection-and-response/withsecure-elements-xdr-cloud-security
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• For several years, we have had WithSecure
Elements, bringing solutions such as 
Endpoint Security, Collaboration Protection, 
and more recently Exposure Management in 
a single unified Security Center.

• And we’ve also had WithSecure Countercept, 
a separate, fully-managed MDR solution.

• This year at SPHERE25 we are excited to 
announce that the WithSecure Countercept 
service is now part of the WithSecure
Elements ecosystem, and is now called 
WithSecure Elements Infinite, bringing 
everything under the same unified Security 
Center.

• Turnkey Premium Solution – Always On

• Fully managed, SLA-backed and human 
delivered premium security service. 24/7/365 
monitoring of your environment by certified 
Threat Hunters.

WithSecure Elements Infinite
• From Pre-Incident to Post-Incident 

protection – Full Process Coverage

• Continuous improvement of your security 
posture and cyber resilience. We help you 
meet your compliance obligations.

• Build a True Partnership - Dedicated 
Human Resources at Your Service

• Our certified threat hunters and cyber security 
experts together with the customer 
management team act as an extension of 
your internal security team, handling the 
heavy lifting for you.

• Read more: Elements Infinite

https://www.withsecure.com/en/solutions/managed-services/withsecure-elements-infinite
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Partners and customers who have WithSecure
Elements also have access to the Luminen GenAI 
assistant, introduced last year at SPHERE24. Over the 
last year we have been improving the Luminen skills, 
and we currently have the following:

1. Summary reports with Security Awareness Assistant

• The reports summarize security events within 
the last 7 days, and in multiple local 
languages.

2. Investigation Assistant

• Natural language explanations of Broad 
Context Detections .

• Immediate assistance to the user to 
understand the detections in context.

• Investigation Assistant for endpoint, cloud and 
identity BCDs.

3. Luminen for Exposure Management (New in 2025!)

• Luminen can now give recommendations for 
exposures in localized languages.

WithSecure Luminen
• NEW! With the new Security Awareness Assistant, 

you gain a comprehensive 360 situational 
awareness for your assets, whether you use 
Elements as a product or service. Luminen now 
seamlessly unifies proactive and reactive security 
measures, enhancing your overall protection.

• We are also working on additional functionality for 
Luminen that will be available as a future 
subscription add-on, Luminen Pro. This will be 
included as part of the Elements Infinite
subscription.

• The list of capabilities are still being 
finalized, but candidates include the 
Threat Assistant, use of Luminen over the 
Elements API, GenAI supported 
reporting, and customer XM 
recommendations.
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What to do next

As with all WithSecure offerings, these new products 
and services are available through our wide partner 
network.

If you would like to find out more about these new 
products and services, please reach out to your 
WithSecure Sales Representative.
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